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1.1 Overview
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Overview

Jetspeed 2 Security Services

A Modular and Pluggable Architecture
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SecurityProvider

Role Based Access Control
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1.2 Architecture Overview
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Architecture Overview

LoginModule

Policy

Subject

Subject

org.apache.jetspeed.security.SecurityValve Subject
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LoginModule Policy
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1.3 Authentication
......................................................................................................................................

Authentication Architecture Overview

UserManager

UserManager

DefaultLoginModule

Component Description

DefaultLoginModule Jetspeed 2 default LoginModule implementation which leverages the
authenticate() method of the UserManager to provide
authentication against the various AuthenticationProvider
implementation currently configured.

UserManager Coarsed service providing authentication and user management. The
UserManagercode> leverages the various
AuthenticationProvider implementations exposed to it through
the AuthenticationProviderProxy through the
SecurityProvider.

SecurityProvider Provides access to the security providers exposing SPI
implementation to the coarsed security services.
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Component Description

AuthenticationProviderProxy A proxy to the various AuthenticationProvider implementations.
The AuthenticationProviderProxy is responsible of invoking
the correct AuthenticationProvider to authenticate or manage a
specific user against a specific data store.
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1.3.1 Login Module
......................................................................................................................................

Login Module Overview

Login Module Configuration

DefaultLoginModule

jetspeed2-security-{version}.jar

Jetspeed {
org.apache.jetspeed.security.impl.DefaultLoginModule required;

};

security-providers.xml

<!-- Security: Default Authentication Provider -->
<bean id="org.apache.jetspeed.security.AuthenticationProvider"

class="org.apache.jetspeed.security.impl.AuthenticationProviderImpl"
>

<constructor-arg index="0"><value>DefaultAuthenticator</value></constructor-arg>
<constructor-arg index="1"><value>The default

authenticator</value></constructor-arg>
<constructor-arg index="2"><value>login.conf</value></constructor-arg>
<constructor-arg index="3">

<ref bean="org.apache.jetspeed.security.spi.CredentialHandler"/>
</constructor-arg>
<constructor-arg index="4">

<ref bean="org.apache.jetspeed.security.spi.UserSecurityHandler"/>
</constructor-arg>

</bean>
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AuthenticationProvider LoginModule

java.security.auth.login.config login.conf

Login Module Implementation

DefaultLoginModule

Class Description

org.apache.jetspeed.security.impl.DefaultLoginModule The javax.security.auth.spi.LoginModule implementation.
The DefaultLoginModule authentication decision is encapsulated
behind the UserManager interface which leverages the SPI
implementation to decide which authenticator should be used in order
to authenticate a user against a specific system of record. For more
information on how to implement your own authenticator, see the
authentication SPI documentation .

org.apache.jetspeed.security.LoginModuleProxy A utility component used to expose the UserManager to the
DefaultLoginModule.

org.apache.jetspeed.security.User The User is an interface that holds the
javax.security.auth.Subject and his/her
java.util.prefs.Preferences. The UserManager upon user
authentication populates the user subject with all user
java.security.Principal. Jetspeed 2 implements 3 types of
principals:
• UserPrincipal: The principal holding the user unique identifier for

the application.

• RolePrincipal: The principal representing a role for the system.

• GroupPrincipal: The principal representing a group for the system.

org.apache.jetspeed.security.UserManager The interface exposing all user operations. This interfaces fronts the
aggregates various SPI to provide developers with the ability to map
users to their specific system of record.
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1.3.2 Authentication SPI
......................................................................................................................................

Authentication SPI Overview

UserManager

UserManager

Authentication SPI Components

Component Description

AuthenticationProviderProxy A proxy to the various AuthenticationProvider implementations.
The AuthenticationProviderProxy is responsible of invoking
the correct AuthenticationProvider to authenticate or manage a
specific user against a specific data store.

AuthenticationProvider Exposes a specific authentication and user management services
implementation. Jetspeed 2 provides 2 implementations: RDBMS and
LDAP. Multiple authentication providers can be provided through
configuration. For more information, see the security providers
configuration.
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Component Description

CredentialHandler See security-spi-atn.xml configuration.

UserSecurityHandler See security-spi-atn.xml configuration.
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1.3.3 Credentials Management
......................................................................................................................................

Credentials Management Overview

DefaultCredentialHandler Features

DefaultCredentialHandler

PasswordCredentialProvider

InternalPasswordCredentialInterceptor

PasswordCredential

CredentialPasswordEncoder PasswordCredentialProvider

MessageDigestCredentialPasswordEncoder MessageDigest

SHA-1 Base64

CredentialPasswordValidator

PasswordCredentialProvider

DefaultCredentialPasswordValidator

SimpleCredentialPasswordValidator

InternalCredential

DefaultCredentialHandler

InternalPasswordCredentialInterceptor

InternalPasswordCredentialInterceptorsProxy

ValidatePasswordOnLoadInterceptor

CredentialPasswordValidator PasswordCredentialProvider

EncodePasswordOnFirstLoadInterceptor
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CredentialPasswordEncoder PasswordCredentialProvider

PasswordExpirationInterceptor

expiration_date is_expired InternalCredential

PasswordCredentialValveImpl

MaxPasswordAuthenticationFailuresInterceptor

DefaultCredentialHandler

PasswordHistoryInterceptor

PasswordAlreadyUsedException

DefaultCredentialHandler

InternalPasswordCredentialInterceptorsProxy

Credentials Management Implementation

DefaultCredentialHandler
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security_repository.xml

InternalCredential
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User interaction

DefaultCredentialHandler

pipelines.xml

LoginValidationValveImpl

LoginValidationValveImpl

UserPrincipal PasswordCredential

LoginConstants
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ERROR_FINAL_LOGIN_ATTEMPT

maxNumberOfAuthenticationFailures

MaxPasswordAuthenticationFailuresInterceptor

<bean id="loginValidationValve"
class="org.apache.jetspeed.security.impl.LoginValidationValveImpl"
init-method="initialize">

<!-- maxNumberOfAuthenticationFailures
This value should be in sync with the value for

org.apache.jetspeed.security.spi.impl.MaxPasswordAuthenticationFailuresInterceptor
(if used) to make sense.
Any value < 2 will suppress the LoginConststants.ERROR_FINAL_LOGIN_ATTEMPT
error code when only one last attempt is possible before the credential
will be disabled after the next authentication failure.

-->
<constructor-arg index="0"><value>3</value></constructor-arg>

</bean>

PasswordCredentialValveImpl

PasswordCredentialValveImpl

PasswordCredential.isUpdateRequired()

expirationDate lastAuthenticationDate previousAuthenticationDate

expirationWarningDays

<bean id="passwordCredentialValve"
class="org.apache.jetspeed.security.impl.PasswordCredentialValveImpl"
init-method="initialize">

<constructor-arg>
<!-- expirationWarningDays -->
<list>
<value>2</value>
<value>3</value>
<value>7</value>

</list>
</constructor-arg>

</bean>

expirationDate

lastAuthenticationDate previousAuthenticationDate
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expirationWarningDay

updateRequired true

ProfileLocator SECURITY_LOCATOR

PageProfilerValve

"security"

/my-account.psml

ChangePasswordPortlet

ChangePasswordPortlet PasswordCredentialValveImpl

PASSWORD_CREDENTIAL_DAYS_VALID_REQUEST_ATTR_KEY

my-account.psml ChangePasswordPortlet

Managing Password Expiration

PasswordExpirationInterceptor

UserDetailPortlet security
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Action Expires

Expired today

Extend today + maxLifeSpanInDays as configured for the
PasswordExpirationInterceptor

Extend Unlimited January 1, 8099 (the maximum value allowed for java.sql.Date)

UserDetailsPortlet

1 . 3 . 3 C R E D E N T I A L S M A N A G E M E N T 17

© 1 9 9 9 A P A C H E S O F T W A R E F O U N D A T I O N • A L L R I G H T S R E S E R V E D



Expired

Setting default 'Change Password required on First Login'

UserDetailsPortlet updateRequired

Add User

Add User

updateRequired

User role-fallback
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1.4 Authorization
......................................................................................................................................

Authorization Overview

PermissionManager

PermissionManager
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1.4.1 JAAS Authorization
......................................................................................................................................

Overview of JAAS Authorization

grant principal o.a.j.security.UserPrincipal "theUserPrincipal" {
permission o.a.j.security.PagePermission "mypage", "view";
permission o.a.j.security.PortletPermission "myportlet",

"view,edit,minimize,maximize";
permission o.a.j.security.TabPermission "mytab", "view";

};

grant principal o.a.j.security.RolePrincipal "theRolePrincipal" {
permission o.a.j.security.PagePermission "mypage", "view";
permission o.a.j.security.PortletPermission "myportlet",

"view,edit,minimize,maximize";
permission o.a.j.security.TabPermission "mytab", "view";

};

grant principal o.a.j.security.GroupPrincipal "theGroupPrincipal" {
permission o.a.j.security.PagePermission "mypage", "view";
permission o.a.j.security.PortletPermission "myportlet",

"view,edit,minimize,maximize";
permission o.a.j.security.TabPermission "mytab", "view";

};

java.security.Policy

UserPrincipal Principal.getName()
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Subject

PagePermission permission = new PagePermission(path, actions);
AccessController.checkPermission(permission);

Jetspeed JAAS Policy

RdbmsPolicy java.security.Policy PermissionManager

Subject

pms.getPermissions(user.getPrincipals());

RdbmsPolicy

PermissionManager

PermissionManager

RdbmsPolicy RdbmsPolicy

Authorization Provider and Policy Configuration

AuthorizationProvider

SecurityPolicies RdbmsPolicy

SecurityPolicies AuthorizationProvider useDefaultPolicy
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RbmsPolicy Subject

doAsPrivileged(theSubject, anAction, null)

AccessContolContext
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1.4.2 PermissionManager Overview
......................................................................................................................................

PermissionManager Overview

PermissionManager RdbmsPolicy

PermissionManager

InternalPermission InternalPrincipal

PermissionManager

InternalPermission InternalPrincipal

InternalPrincipal InternalPermission
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Schema and OJB Mapping

security_repository.xml

InternalPrincipal SECURITY_PRINCIPAL

InternalPermission SECURITY_PERMISSION

InternalPrincipal InternalPermission

PRINCIPAL_PERMISSION

<class-descriptor
class="org.apache.jetspeed.security.om.impl.InternalPrincipalImpl"
proxy="dynamic"
table="SECURITY_PRINCIPAL"

>...</class-descriptor>

<class-descriptor
class="org.apache.jetspeed.security.om.impl.InternalPermissionImpl"
proxy="dynamic"
table="SECURITY_PERMISSION"

>...</class-descriptor>
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1.4.3 Authorization/Security Mapping SPI
......................................................................................................................................

Authorization/Security Mapping SPI Overview

RoleManager GroupManager
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Authorization SPI Components

Component Description

org.apache.jetspeed.security.spi.SecurityMappingHandler See security-spi-atz.xml configuration.

org.apache.jetspeed.security.HierarchyResolver See hierarchy management .

org.apache.jetspeed.security.spi.RoleSecurityHandler See security-spi-atz.xml configuration.

org.apache.jetspeed.security.spi.GroupSecurityHandler See security-spi-atz.xml configuration.
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1.4.4 Hierarchy Management
......................................................................................................................................

Hierarchy Management Overview

user.getSubject().getPrincipals()

user.getSubject().getPrincipals()

SecurityMappingHandler

Leveraging Preferences to Manage Hierarchies

Preferences

Preferences

How does this work?
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SecurityMappingHandler

SecurityMappingHandler getRolePrincipalsInGroup(String

groupFullPathName)

Preferences

public Set getRolePrincipalsInGroup(String groupFullPathName)
{

...
Preferences preferences = Preferences.userRoot().node(

GroupPrincipalImpl.getFullPathFromPrincipalName(groupFullPathName));
String[] fullPaths = groupHierarchyResolver.resolve(preferences);
...

}

Principal

Preference

/role/theRolePrincipal

Preferences

<preferences EXTERNAL_XML_VERSION="1.0">
<root type="user">
<map />

<node name="group1">
<map />

<node name="groupid1.1">
<map />

<node name="groupid1.1.1">
<map />
</node>

</node>
</node>

<node name="role1">
<map />

<node name="roleid1.1">
<map />

<node name="roleid1.1.1">
<map />
</node>

</node>
</node>

</root>
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/group1/groupid1.1/groupid1.1.1

/role1/roleid1.1/roleid1.1.1

map
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1.5 High Level Security Services
......................................................................................................................................

High Level Security Services Overview

UserManager

GroupManager

RoleManager

PermissionManager

Using High Level Security Services in Portlets

portlet.xml

jetspeed-portlet.xml WEB-INF

js:services

javax.portlet.PortletContext

WEB-INF/assembly/jetspeed-services

<!-- Portlet Services -->
<bean id="PortalServices"

class="org.apache.jetspeed.services.JetspeedPortletServices" >
<constructor-arg>

<map>
...
<entry key="UserManager">

<ref bean="org.apache.jetspeed.security.UserManager"/>
</entry>
...

</map>
</constructor-arg>

</bean>

UserManager PortletContext

UserManager

<js:services>
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<js:service name='UserManager'/>
</js:services>

javax.portlet.GenericPortlet

PortletContext context = getPortletContext();
userManager = (UserManager)
context.getAttribute(CommonPortletServices.CPS_USER_MANAGER_COMPONENT);

CommonPortletServices.CPS_USER_MANAGER_COMPONENT = "cps:UserManager"
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1.6 Security Services Configuration
......................................................................................................................................

Default configuration

security-atn.xml

security-atz.xml

security-managers.xml

security-providers.xml

AuthenticationProviderProxy AuthenticationProvider

<bean id="org.apache.jetspeed.security.AuthenticationProviderProxy"
class="org.apache.jetspeed.security.impl.AuthenticationProviderProxyImpl">
<constructor-arg >

<list>
<ref bean="org.apache.jetspeed.security.AuthenticationProvider"/>

</list>
</constructor-arg>

<constructor-arg><value>DefaultAuthenticator</value></constructor-arg>
</bean>

1 . 6 S E C U R I T Y S E R V I C E S C O N F I G U R A T I O N 32
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AuthenticationProvider

<bean id="org.apache.jetspeed.security.AuthenticationProvider"
class="org.apache.jetspeed.security.impl.AuthenticationProviderImpl">

<constructor-arg
index="0"><value>DefaultAuthenticator</value></constructor-arg>

<constructor-arg index="1"><value>The default
authenticator</value></constructor-arg>

<constructor-arg index="2"><value>login.conf</value></constructor-arg>
<constructor-arg index="3">

<ref bean="org.apache.jetspeed.security.spi.CredentialHandler"/>
</constructor-arg>
<constructor-arg index="4">

<ref bean="org.apache.jetspeed.security.spi.UserSecurityHandler"/>
</constructor-arg>

</bean>

AuthorizationProvider SecurityPolicies

useDefaultPolicy

true

<bean id="org.apache.jetspeed.security.AuthorizationProvider"
class="org.apache.jetspeed.security.impl.AuthorizationProviderImpl">

<constructor-arg index="0">
<ref bean="org.apache.jetspeed.security.impl.RdbmsPolicy"/>

</constructor-arg>
<!-- Does not use the default policy as a default behavior -->
<constructor-arg index="1"><value>false</value></constructor-arg>

</bean>

security-spi.xml

Bean Description

org.apache.jetspeed.security.spi.SecurityAccess Used internally by the default OJB based SPI. Provide access to
common action/methods for the various SPI implementations. The
SecurityAccess bean is used by both the Authentication and
Authorization SPIs.
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security-spi-atn.xml

Bean Description

org.apache.jetspeed.security.spi.CredentialHandler The CredentialHandler encapsulates the operations involving
manipulation of credentials. The default implementation provides
support for password protection as defined by the
PasswordCredentialProvider ; as well as lifecycle management of
credentials through InternalPasswordCredentialInterceptor which can
be configured to manages parameters such as maximum number of
authentication failures, maximum life span of a credential in days and
how much history to retain for a given credential.

org.apache.jetspeed.security.spi.UserSecurityHandler The UserSecurityHandler encapuslated all the operations around the
user principals.

CredentialHandler

<!-- require a non-empty password -->
<bean id="org.apache.jetspeed.security.spi.CredentialPasswordValidator"
class="org.apache.jetspeed.security.spi.impl.DefaultCredentialPasswordValidator"/>

<!-- MessageDigest encode passwords using SHA-1 -->
<bean id="org.apache.jetspeed.security.spi.CredentialPasswordEncoder"
class="org.apache.jetspeed.security.spi.impl.MessageDigestCredentialPasswordEncoder">

<constructor-arg index="0"><value>SHA-1</value></constructor-arg>
</bean>

<!-- allow multiple InternalPasswordCredentialInterceptors to be used for
DefaultCredentialHandler -->
<bean id="org.apache.jetspeed.security.spi.InternalPasswordCredentialInterceptor"
class="org.apache.jetspeed.security.spi.impl.InternalPasswordCredentialInterceptorsProxy">

<constructor-arg index="0">
<list>
<!-- enforce an invalid preset password value in the persisent store is

required to be changed -->
<bean

class="org.apache.jetspeed.security.spi.impl.ValidatePasswordOnLoadInterceptor"/>

<!-- ensure preset cleartext passwords in the persistent store will be
encoded on first use -->

<bean
class="org.apache.jetspeed.security.spi.impl.EncodePasswordOnFirstLoadInterceptor"/>

</list>
</constructor-arg>

</bean>

<bean id="org.apache.jetspeed.security.spi.PasswordCredentialProvider"
class="org.apache.jetspeed.security.spi.impl.DefaultPasswordCredentialProvider">

<constructor-arg index="0">
<ref bean="org.apache.jetspeed.security.spi.CredentialPasswordValidator"/>

</constructor-arg>
<constructor-arg index="1">
<ref bean="org.apache.jetspeed.security.spi.CredentialPasswordEncoder"/>

</constructor-arg>
</bean>

1 . 6 S E C U R I T Y S E R V I C E S C O N F I G U R A T I O N 34

© 1 9 9 9 A P A C H E S O F T W A R E F O U N D A T I O N • A L L R I G H T S R E S E R V E D



<bean id="org.apache.jetspeed.security.spi.CredentialHandler"
class="org.apache.jetspeed.security.spi.impl.DefaultCredentialHandler">
<constructor-arg index="0">
<ref bean="org.apache.jetspeed.security.spi.SecurityAccess"/>

</constructor-arg>
<constructor-arg index="1">
<ref bean="org.apache.jetspeed.security.spi.PasswordCredentialProvider"/>

</constructor-arg>
<constructor-arg index="2">
<ref

bean="org.apache.jetspeed.security.spi.InternalPasswordCredentialInterceptor"/>
</constructor-arg>

</bean>

InternalPasswordCredentialInterceptor

<!-- require a password of minimum length 6 and at least two numeric characters -->
<bean id="org.apache.jetspeed.security.spi.CredentialPasswordValidator"
class="org.apache.jetspeed.security.spi.impl.SimpleCredentialPasswordValidator">

<constructor-arg index="0"><value>6</value></constructor-arg>
<constructor-arg index="1"><value>2</value></constructor-arg>

</bean>

<!-- allow multiple InternalPasswordCredentialInterceptors to be used for
DefaultCredentialHandler -->
<bean id="org.apache.jetspeed.security.spi.InternalPasswordCredentialInterceptor"
class="org.apache.jetspeed.security.spi.impl.InternalPasswordCredentialInterceptorsProxy">

<constructor-arg index="0">
<list>
<!-- enforce an invalid preset password value in the persisent store is

required to be changed -->
<bean

class="org.apache.jetspeed.security.spi.impl.ValidatePasswordOnLoadInterceptor"/>

<!-- ensure preset cleartext passwords in the persistent store will be
encoded on first use -->

<bean
class="org.apache.jetspeed.security.spi.impl.EncodePasswordOnFirstLoadInterceptor"/>

<!-- remember the last 3 passwords used and require a new password to be
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different from those -->
<bean

class="org.apache.jetspeed.security.spi.impl.PasswordHistoryInterceptor">
<constructor-arg index="0"><value>3</value></constructor-arg>

</bean>

<!-- Automatically expire a password after 60 days -->
<bean

class="org.apache.jetspeed.security.spi.impl.PasswordExpirationInterceptor">
<constructor-arg index="0"><value>60</value></constructor-arg>

</bean>

<!-- Automatically disable a password after 3 invalid authentication
attempts in a row -->

<bean
class="org.apache.jetspeed.security.spi.impl.MaxPasswordAuthenticationFailuresInterceptor">

<constructor-arg index="0"><value>3</value></constructor-arg>
</bean>

</list>
</constructor-arg>

</bean>

<bean id="passwordCredentialValve"
class="org.apache.jetspeed.security.impl.PasswordCredentialValveImpl"
init-method="initialize">

<constructor-arg>
<!-- expirationWarningDays -->
<list>
<value>2</value>
<value>3</value>
<value>7</value>

</list>
</constructor-arg>

</bean>

<bean id="loginValidationValve"
class="org.apache.jetspeed.security.impl.LoginValidationValveImpl"
init-method="initialize">

<!-- maxNumberOfAuthenticationFailures
This value should be in sync with the value for

org.apache.jetspeed.security.spi.impl.MaxPasswordAuthenticationFailuresInterceptor
(if used) to make sense.
Any value < 2 will suppress the LoginConststants.ERROR_FINAL_LOGIN_ATTEMPT
error code when only one last attempt is possible before the credential
will be disabled after the next authentication failure.

-->
<constructor-arg index="0"><value>3</value></constructor-arg>

</bean>

jetspeed-pipeline
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security-spi-atz.xml

Bean Description

org.apache.jetspeed.security.spi.RoleSecurityHandler The RoleSecurityHandler encapsulates all the operations around the
role principals.

org.apache.jetspeed.security.spi.GroupSecurityHandler The GroupSecurityHandler encapsulates all the operations around the
group principals.

org.apache.jetspeed.security.spi.SecurityMappingHandler The SecurityMappingHandler encapsulates all the operations
involving mapping between principals. It contains the logic managing
hierarchy resolution for hierarchical principals (roles or groups). The
default hierarchy resolution provided is a hierarchy by generalization
(see overview for definitions). A contructor-arg can be added to the
SecurityMappingHandler to change the hierarchy resolution strategy.
Jetspeed 2 also support a hierarchy resolution by aggregation.

SecurityMappingHandler

<!-- Security SPI: SecurityMappingHandler -->
<bean id="org.apache.jetspeed.security.spi.SecurityMappingHandler"

class="org.apache.jetspeed.security.spi.impl.DefaultSecurityMappingHandler">
<constructor-arg >

<ref bean="org.apache.jetspeed.security.spi.SecurityAccess"/>
</constructor-arg>
<!-- Default role hierarchy strategy is by generalization.

Add contructor-arg to change the strategy. -->
<!-- Default group hierarchy strategy is by generalization.

Add contructor-arg to change the strategy. -->
</bean>
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1.7 LDAP Configuration
......................................................................................................................................

Getting Started with LDAP and Jetspeed

Apache DS 1.0.2

<property name="bootstrapSchemas">
<set>
<bean

class="org.apache.directory.server.core.schema.bootstrap.AutofsSchema"/>
<bean

class="org.apache.directory.server.core.schema.bootstrap.CorbaSchema"/>
...

<bean class="org.apache.jetspeed.security.ldap.JetspeedSchema"/>
</set>

</property>
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<bean class="org.apache.jetspeed.security.ldap.JetspeedSchema"/>

<property name="contextPartitionConfigurations">
<set>
<ref bean="examplePartitionConfiguration"/>
<ref bean="sevenSeasPartitionConfiguration"/>

</set>
</property>

<bean id="sevenSeasPartitionConfiguration"
class="org.apache.directory.server.core.partition.impl.btree.MutableBTreePartitionConfiguration">

<!-- the optimizer is enabled by default but may not always be what -->
<!-- you want if your queries are really simple -->
<!--<property name="optimizerEnabled" value="true" />-->

<property name="name" value="The seven seas" />
<property name="cacheSize" value="100" />
<property name="suffix" value="o=sevenSeas" />
<property name="optimizerEnabled" value="true" />
<property name="synchOnWrite" value="true" />

<!--
Synchronization on writes does not wait for synch operations
to flush dirty pages. Writes persist immediately to disk at
a cost to performance with increased data integrity. Otherwise
the periodic synch operation will flush dirty pages using the
synchPeriodMillis parameter in the main configuration.

-->

<property name="indexedAttributes">
<set>
<bean

class="org.apache.directory.server.core.partition.impl.btree.MutableIndexConfiguration">
<property name="attributeId" value="dc" />
<property name="cacheSize" value="100" />

</bean>
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<bean
class="org.apache.directory.server.core.partition.impl.btree.MutableIndexConfiguration">

<property name="attributeId" value="ou" />
<property name="cacheSize" value="100" />

</bean>
<bean

class="org.apache.directory.server.core.partition.impl.btree.MutableIndexConfiguration">
<property name="attributeId" value="krb5PrincipalName" />
<property name="cacheSize" value="100" />

</bean>
<bean

class="org.apache.directory.server.core.partition.impl.btree.MutableIndexConfiguration">
<property name="attributeId" value="uid" />
<property name="cacheSize" value="100" />

</bean>
<bean

class="org.apache.directory.server.core.partition.impl.btree.MutableIndexConfiguration">
<property name="attributeId" value="objectClass" />
<property name="cacheSize" value="100" />

</bean>
</set>

</property>
<property name="contextEntry">

<value>
objectClass: top
objectClass: domain
objectClass: extensibleObject

o: sevenSeas
</value>

</property>
</bean>

</bean>

<bean id="sevenSeasPartitionConfiguration"

<property name="suffix" value="o=sevenSeas" />

<property name="contextEntry">
+ <value>
+ objectClass: top
+ objectClass: organization
+ objectClass: extensibleObject
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+ o: sevenSeas
+ </value>
+</property>

Jetspeed Configuration

mv security-spi-atz.xml alternate/

Configuring security-spi-ldap.xml
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<beans>
<!-- ************** Ldap Configuration ************** -->
<bean id="org.apache.jetspeed.security.spi.impl.ldap.LdapBindingConfig"

class="org.apache.jetspeed.security.spi.impl.ldap.LdapBindingConfig">
<!-- The LDAP initial context factory. -->
<constructor-arg

index="0"><value>com.sun.jndi.ldap.LdapCtxFactory</value></constructor-arg>
<!-- The LDAP server name. -->
<constructor-arg index="1"><value>localhost</value></constructor-arg>
<!-- The LDAP server port. -->
<constructor-arg index="2"><value>10389</value></constructor-arg>
<!-- The LDAP server root context. -->
<constructor-arg index="3"><value>o=sevenSeas</value></constructor-arg>
<!-- The LDAP server root dn. -->
<constructor-arg

index="4"><value>uid=admin,ou=system</value></constructor-arg>
<!-- The LDAP server root password. -->
<constructor-arg index="5"><value>secret</value></constructor-arg>
<!-- The roles filter. -->
<constructor-arg

index="6"><value>(objectclass=jetspeed-2-role)</value></constructor-arg>
<!-- The groups filter. -->
<constructor-arg

index="7"><value>(objectclass=jetspeed-2-group)</value></constructor-arg>
<!-- The user filter. -->
<constructor-arg

index="8"><value>(objectclass=jetspeed-2-user)</value></constructor-arg>
<!-- The roleMembershipAttributes. -->
<constructor-arg index="9"><value>j2-role</value></constructor-arg>
<!-- The userRoleMembershipAttributes. -->
<constructor-arg index="10"><value>j2-role</value></constructor-arg>
<!-- The groupMembershipAttributes. -->
<constructor-arg index="11"><value>uniqueMember</value></constructor-arg>
<!-- The userGroupMembershipAttributes. -->
<constructor-arg index="12"><value>j2-group</value></constructor-arg>
<!-- The groupMembershipForRoleAttributes. -->
<constructor-arg index="13"><value>uniqueMember</value></constructor-arg>
<!-- The roleGroupMembershipForRoleAttributes. -->
<constructor-arg index="14"><value></value></constructor-arg>
<!-- The defaultSearchBase. -->
<constructor-arg index="15"><value>o=sevenSeas</value></constructor-arg>
<!-- The roleFilterBase. -->
<constructor-arg

index="16"><value>ou=Roles,ou=rootOrg</value></constructor-arg>
<!-- The groupFilterBase. -->
<constructor-arg

index="17"><value>ou=Groups,ou=rootOrg</value></constructor-arg>
<!-- The userFilterBase. -->
<constructor-arg

index="18"><value>ou=People,ou=rootOrg</value></constructor-arg>
<!-- The roleObjectClasses. -->
<constructor-arg

index="19"><value>top,groupOfUniqueNames,jetspeed-2-role</value></constructor-arg>
<!-- The groupObjectClasses. -->
<constructor-arg

index="20"><value>top,groupOfUniqueNames,jetspeed-2-group</value></constructor-arg>
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<!-- The userObjectClasses. -->
<constructor-arg

index="21"><value>top,person,organizationalPerson,inetorgperson,jetspeed-2-user</value></constructor-arg>
<!-- The roleIdAttribute. -->
<constructor-arg index="22"><value>cn</value></constructor-arg>
<!-- The groupIdAttribute. -->
<constructor-arg index="23"><value>cn</value></constructor-arg>

<!-- The userIdAttribute. -->
<constructor-arg index="24"><value>cn</value></constructor-arg>
<!-- The UidAttribute. -->
<constructor-arg index="25"><value>uid</value></constructor-arg>
<!-- The MemberShipSearchScope. -->
<constructor-arg index="26"><value>1</value></constructor-arg>
<!-- The roleUidAttribute. -->
<constructor-arg index="27"><value>cn</value></constructor-arg>
<!-- The groupUidAttribute. -->
<constructor-arg index="28"><value>cn</value></constructor-arg>

<!-- The userUidAttribute. -->
<constructor-arg index="29"><value>uid</value></constructor-arg>

<!-- The roleObjectRequiredAttributeClasses. -->
<constructor-arg

index="30"><value>cn,j2-classname,uid,uniquemember</value></constructor-arg>
<!-- The groupObjectRequiredAttributeClasses. -->

<constructor-arg
index="31"><value>cn,j2-classname,uid,uniqueMember</value></constructor-arg>

<!-- The userAttributes. -->
<constructor-arg

index="32"><value>sn={u},cn={u},uid={u}</value></constructor-arg>
<!-- The roleAttributes. -->

<constructor-arg index="33"><value></value></constructor-arg>
<!-- The groupAttributes. -->

<constructor-arg index="34"><value></value></constructor-arg>
<!-- The userPasswordAttribute. -->

<constructor-arg index="35"><value>userPassword</value></constructor-arg>
<!-- The knownAttributes. -->

<constructor-arg
index="36"><value>cn,sn,o,uid,ou,objectClass,userPassword,member,uniqueMember,memberOf,j2-role,j2-group</value></constructor-arg>
</bean>

</beans>

2. Our LDAP server runs on port 10389. The default for most LDAP servers is port 389.

3.(!) We set the organization name as "o=sevenSeas", as was done in the ApacheDS example. If you want to use a different organization
name, you can change it to anything of the form "o=yourOrganizationName".

15.(!) If you changed your organization name in #3, you need to make the exact same change here.

16.(!) We stored all Jetspeed keys in a group called "ou=rootOrg". You can change the name of it to anything you want, as long as it's of the
form "ou=yourOrganizationalUnit", and your changes are reflected in #17, #18, and the LDIF file. Within the "ou=rootOrg" directory, we stored
all roles in a subdirectory called "ou=Roles". Chances are you have no need to change that name as weell.

17.(!) As mentioned in #16, if you change the name of "ou=rootOrg", you need to change this value accordingly.
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18.(!) Same as #17.

LDIF Import

dn: ou=rootOrg,o=sevenSeas
objectClass: organizationalUnit
objectClass: top
ou: rootOrg

dn: ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalUnit
objectClass: top
ou: People

dn: ou=Groups,ou=rootOrg,o=sevenSeas
objectClass: organizationalUnit
objectClass: top
ou: Groups

dn: ou=Roles,ou=rootOrg,o=sevenSeas
objectClass: organizationalUnit
objectClass: top
ou: Roles

dn: cn=accounting,ou=Groups,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-group
objectClass: groupOfUniqueNames
objectClass: top
cn: accounting
j2-classname: accounting
uid: accounting
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uniquemember: user,local,sublocal

dn: cn=engineering,ou=Groups,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-group
objectClass: groupOfUniqueNames
objectClass: top
cn: engineering
j2-classname: engineering
uid: engineering
uniquemember: user

dn: cn=marketing,ou=Groups,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-group
objectClass: groupOfUniqueNames
objectClass: top
cn: marketing
j2-classname: marketing
uid: marketing
uniquemember: user

dn: cn=admin,ou=Roles,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-role
objectClass: groupOfUniqueNames
objectClass: top
cn: admin
j2-classname: admin
uid: admin
uniquemember: admin

dn: cn=manager,ou=Roles,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-role
objectClass: groupOfUniqueNames
objectClass: top
cn: manager
j2-classname: manager
uid: manager
uniquemember: admin,jetspeed,manager

dn: cn=user,ou=Roles,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-role
objectClass: groupOfUniqueNames
objectClass: top
cn: user
j2-classname: user
uid: user
uniquemember: user,admin,manager,local

dn: cn=guest,ou=Roles,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-role
objectClass: groupOfUniqueNames
objectClass: top
cn: guest
j2-classname: guest
uid: guest
uniquemember: guest

dn: cn=subsite,ou=Roles,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-role
objectClass: groupOfUniqueNames
objectClass: top
cn: subsite
j2-classname: subsite
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uid: subsite
uniquemember: subsite

dn: cn=subsite2,ou=Roles,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-role
objectClass: groupOfUniqueNames
objectClass: top
cn: subsite2
j2-classname: subsite2
uid: subsite2
uniquemember: subsite

dn: cn=dev,ou=Roles,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-role
objectClass: groupOfUniqueNames
objectClass: top
cn: dev
j2-classname: dev
uid: dev
uniquemember: dev

dn: cn=devmgr,ou=Roles,ou=rootOrg,o=sevenSeas
objectClass: jetspeed-2-role
objectClass: groupOfUniqueNames
objectClass: top
cn: devmgr
j2-classname: devmgr
uid: devmgr
uniquemember: devmgr

dn: cn=admin,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: admin
givenname: Admin
j2-role: admin
j2-role: manager
j2-role: user
sn: admin
uid: admin
userpassword:: c2VjcmV0

dn: cn=manager,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: manager
givenname: Manager
j2-role: manager
j2-role: user
sn: manager
uid: manager
userpassword:: c2VjcmV0

dn: cn=user,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
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objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: user
givenname: User
j2-role: user
sn: user
uid: user
userpassword:: c2VjcmV0

dn: cn=local,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: local
givenname: Local
j2-role: user
sn: local
uid: local
userpassword:: c2VjcmV0

dn: cn=sublocal,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: sublocal
givenname: sublocal
j2-role: user
sn: sublocal
uid: sublocal
userpassword:: c2VjcmV0

dn: cn=tomcat,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: tomcat
givenname: tomcat
sn: tomcat
uid: tomcat
userpassword:: c2VjcmV0

dn: cn=jetspeed,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: jetspeed
givenname: jetspeed
j2-role: manager
sn: jetspeed
uid: jetspeed
userpassword:: c2VjcmV0

dn: cn=guest,ou=People,ou=rootOrg,o=sevenSeas
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objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: guest
givenname: guest
sn: guest
uid: guest
userpassword:: c2VjcmV0

dn: cn=subsite,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: subsite
givenname: subsite
j2-role: subsite
j2-role: subsite2
j2-role: user
sn: subsite
uid: subsite
userpassword:: c2VjcmV0

dn: cn=subsite2,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: subsite2
givenname: subsite2
j2-role: subsite
j2-role: subsite2
j2-role: user
sn: subsite2
uid: subsite2
userpassword:: c2VjcmV0

dn: cn=devmgr,ou=People,ou=rootOrg,o=sevenSeas
objectClass: organizationalPerson
objectClass: person
objectClass: jetspeed-2-user
objectClass: inetOrgPerson
objectClass: top
cn: devmgr
givenname: devmgr
j2-role: devmgr
j2-role: dev
j2-role: user
sn: devmgr
uid: devmgr
userpassword:: c2VjcmV0
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* Three groups (accounting, engineering, marketing) are created. They are not strictly required for normal operation of Jetspeed, but they show
how groups are declared.

* Eight roles (guest, admin, devmgr, jetspeed, local, manager, sublocal, subsite, subsite2, tomcat, user) are created, the same set of roles
found in the demo distribution of Jetspeed 2.1.3

* The administrative user has the name admin. This user has both the "admin" and "manager" roles, so it has full access to all administrative
portlets.

* All users are created with the password secret.

15. Same as #3.

16. If you changed your organization unit (the default was "ou=rootOrg"), you need to change it every single time it appears in the LDIF file.
You can use the same "find/replace" trick as with #3. As with #3, a mistake here will result in a malformed LDIF file.

17. Same as #16.

18. Same as #16.

LDAP Configuration Reference

<!-- The LDAP initial context factory. -->
<constructor-arg index="0">
<value>com.sun.jndi.ldap.LdapCtxFactory</value>

</constructor-arg>

Index Name Example

0 Initial context factory com.sun.jndi.ldap.LdapCtxFactory

1 LDAP server host localhost
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Index Name Example

2 LDAP server port 389

3 Root context o=sevenSeas

4 The LDAP server root dn uid=admin,o=sevenSeas

5 The LDAP server root password secret

6 The roles filter (objectclass=groupOfUniqueNames))

7 The groups filter (objectClass=groupOfNames)

8 The user filter (objectclass=inetorgperson)

9 roleMembershipAttributes uniqueMember

10 userRoleMembershipAttributes

11 groupMembershipAttributes member

12 userGroupMembershipAttributes

13 groupMembershipForRoleAttributes uniqueMember

14 roleGroupMembershipForRoleAttributes

15 defaultSearchBase

16 roleFilterBase ou=Roles,ou=rootOrg

17 groupFilterBase ou=Groups,ou=rootOrg

18 userFilterBase ou=People,ou=rootOrg

19 roleObjectClasses top,groupOfUniqueNames

20 groupObjectClasses top,groupOfNames

21 userObjectClasses top,person,organizationalPerson,inetorgperson

22 roleIdAttribute cn

23 groupIdAttribute cn

24 userIdAttribute uid

25 UidAttribute uid

26 MemberShipSearchScope 1

27 roleUidAttribute cn

28 groupUidAttribute cn

29 userUidAttribute uid

30 roleObjectRequiredAttributeClasses uniqueMember

31 groupObjectRequiredAttributeClasses member

32 userAttributes sn={u},cn={u}

33 roleAttributes sn={u}
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Index Name Example

34 groupAttributes sn={u}

35 userPasswordAttribute passWord

36 knownAttributes cn,sn,o,uid,ou,objectClass,userPassword,member,uniqueMember,memberOf

Configuring Jetspeed 2 to Use LDAP

WEB-INF/assembly

security-spi-atn.xml security-spi-atz.xml

${jetspeed-source-home}/components/security/etc/

${tomcat-home}/webapps/jetspeed/WEB-INF/assembly/

${jetspeed-source-home}/components/security/src/test/JETSPEED-INF/directory/config/
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LDAP Connection properties

initialContextFactory

<constructor-arg index="0">
<value>com.sun.jndi.ldap.LdapCtxFactory</value>

</constructor-arg>

ldapServerName

<constructor-arg index="1">
<value>localhost</value>

</constructor-arg>

ldapServerPort

<constructor-arg index="2">
<value>389</value>

</constructor-arg>

rootContext

<constructor-arg index="3">
<value>o=sevenSeas</value>

</constructor-arg>

rootDn

<constructor-arg index="4">
<value>uid=admin,ou=system</value>

</constructor-arg>
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rootPassword

<constructor-arg index="5">
<value>secret</value>

</constructor-arg>

LDAP Object Filters

RoleFilter=(&(objectclass=groupOfUniqueNames)(!(objectClass=dominoGroup)))
GroupFilter=(objectclass=dominoGroup)
UserFilter=(objectclass=dominoPerson)

RoleFilter

<constructor-arg index="6">
<value>=(objectclass=groupOfUniqueNames)</value>
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</constructor-arg>

GroupFilter

<constructor-arg index="7">
<value>=(objectclass=groupOfUniqueNames)</value>

</constructor-arg>

UserFilter

<constructor-arg index="8">
<value>=(objectclass= organizationalPerson)</value>

</constructor-arg>

Group/Role membership
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Role membership

RoleMembershipAttributes

<constructor-arg index="9">
<value>member</value>

</constructor-arg>
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(&(member=cn=user1,ou=people,ou=rootOrg,o=sevenSeas)(objectclass=groupOfNames))

UserRoleMembershipAttributes

<constructor-arg index="10">
<value>memberOf</value>

</constructor-arg>

# define the filters needed to search for roles/groups/users
RoleFilter=(objectclass=groupOfUniqueNames)
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Group membership

GroupMembershipAttributes

<constructor-arg index="11">
<value>uniqueMember</value>

</constructor-arg>

UserGroupMembershipAttributes

<constructor-arg index="12">
<value>memberOf</value>

</constructor-arg>
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Group membership (roles)

GroupMembershipForRoleAttributes

<constructor-arg index="13">
<value>uniqueMember</value>

</constructor-arg>

RoleGroupMembershipForRoleAttributes

1 . 7 L D A P C O N F I G U R A T I O N 58

© 1 9 9 9 A P A C H E S O F T W A R E F O U N D A T I O N • A L L R I G H T S R E S E R V E D



<constructor-arg index="14">
<value>memberOf</value>

</constructor-arg>

DefaultSearchBase

<constructor-arg index="15">
<value></value>

</constructor-arg>

LDAP Object Filter base
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RoleFilterBase

<constructor-arg index="16">
<value>ou=Roles,ou=rootOrg</value>

</constructor-arg>

GroupFilterBase

<constructor-arg index="17">
<value>ou=Groups,ou=rootOrg</value>

</constructor-arg>

UserFilterBase

<constructor-arg index="18">
<value>ou=People,ou=rootOrg</value>

</constructor-arg>

LDAP Object classes
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RoleObjectClasses

<constructor-arg index="19">
<value>top,groupOfNames</value>

</constructor-arg>

GroupObjectClasses

<constructor-arg index="20">
<value>top,groupOfUniqueNames</value>

</constructor-arg>

UserObjectClasses

<constructor-arg index="21">
<value>top,groupOfUniqueNames</value>

</constructor-arg>

Naming Attributes
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RoleIdAttribute

<constructor-arg index="22">
<value>cn</value>

</constructor-arg>

GroupIdAttribute

<constructor-arg index="23">
<value>cn</value>

</constructor-arg>

UserIdAttribute

<constructor-arg index="24">
<value>uid</value>

</constructor-arg>

UserId Attribute

userUidAttribute
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<constructor-arg index="25">
<value>cn</value>

</constructor-arg>

UserIdAttribute=cn
UidAttribute=uid

membershipSearchScope

<constructor-arg index="26">
<value>cn</value>

</constructor-arg>

RequiredAttributeClasses

roleObjectRequiredAttributeClasses

<constructor-arg index="30">
<value>member</value>

</constructor-arg>
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groupObjectRequiredAttributeClasses

<constructor-arg index="31">
<value>uniqueMember</value>

</constructor-arg>

LDAP Object attributes

userAttributes

<constructor-arg index="32">
<value>sn={u},cn={u}</value>

</constructor-arg>

roleAttributes

<constructor-arg index="33">
<value>cn={u}</value>

</constructor-arg>

groupAttributes
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<constructor-arg index="34">
<value>cn={u}</value>

</constructor-arg>

LDAP Password attributes

<constructor-arg index="35">
<value>cn={u}</value>

</constructor-arg>

Known Attributes

<constructor-arg index="36">
<value>cn,sn,o,uid,ou,objectClass,userPassword,member,uniqueMember,memberOf</value>
</constructor-arg>
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2.1 Tasks
......................................................................................................................................

Tasks
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